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'IJ ,
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''IJ ,

bb'Wl'Vll'1m1Uel'ln'Wbb~:::~(9m~m:::'Vl'U mruoVel:lJ~?fl'W'UflfI~~d 1Vl~ (Data Leak) '1lel'l ?fn:lJ'1l.1 ~'Vh'W1~-r'U'Vl11'U
'IJ ,
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~.:)vici':)lJ1~1tJ LBfl?ll'lfl1'lLL~':) L~B'ULLL'l~LL'U~,j1 LL'Ul'Vl1':)UB.:)tl'Ul"mlJ L~tJ':)'Vl1':)1"1fLtJfl1 fhtat1'11Jj;j~J'Q'OM Me;'!v ,

~11V!L'l(Data Leak)

(1l1lJ~,.:)ti.:) lJ1111'l1CS:~ LLL'l:::lJ1111'l1~~ (b) ~l'Ufl~1'Ul"lru~m'llJfl1'lfl1'l1fl'1~11"111lJ~'Uf1':)
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vm1"1fL'lJBi" 1,xm.htJ~1'U'lJB,:)1~ 'VI,t,btJ':)1'Um'lJl"llJ'VI~Bn1tl'lJ~ LLL'lLLL'l~V!UltJ':)1'Ulf1'l':)G'f11.:)~'UjJ1'U'hRty

'Vl1':)?ll'l?l'Ub'Vl~ ilV!ihviuB':)tl'U 1'lJna LbL'l~~Vlm1lJb~tI':)~1flntJl"Iflf11lJ'Vl1':)l'ilL'lJEli ,xu,

tl'lJfl1'l~11'V1L'l'lJB.:).umJ~~1'U'lJf1I"1L'l(Data Leak) ilLLul1 UlJbvilJ?I.:)<11'UB~1.:)lPim~B':)1VltJVl'lJ";hi1iBlJ~uru"1i
'U 'I 'U 'U ...

0off':)1'U'lJeN'VIUltJ':)1'UL'lI'U~B0off':)1'U (Username) LLL'l:::'l~G'fe.i1'U(Password) ~flL(!.lmLVl'l1.'ULLV!Gi.:)11i1':)'1
bU'U~1'Ul'UlJ1fl ~.:).ualJ~vi~11V!~~':)fl~11~llJl'ltWflt111 tI1m'Ufl1'lLi1ti':)'l~'lJ'lJ?l1'l?l'UL'Vl~ Ll'lJ1"1fl'l~m'':)l''1lJ

" "
aEl'U1ml V!~mbVl~I11v.JElilJviLMtJliB':) 1VltJhn~f'lJm1 ty1111LL~~Ell~~fl1-&'LU'U~VlL~lJ~'U1'Ufl1'lL i1ti.:)ia~~

?I.11"1'"ty fl1'l tJfl 'l ~ i'lJ ;;;'VlB (Privilege Escalation) V!~ B fl1'l L1"1~ B 'U~ 1 tJ111tJ1'U'l ~ 'lJ'lJbf1~ B '11' 1 tJ

(Lateral Movement) '1JB':)V!1.ilCJ':)1'U~\if?lfllJ'1l, ~ .:)1~?I'ltli BlJ L'lL~ tJltl'lJ L'VI1'lfl1'l'lhLL'l~ f111lJ L~ tJ.:)'" ,
vi fl1~ ~~ LilVl<11'UbL'Ul 'Vl1,:)fl1'lUEl':)tl'ULLL'l~L'l~ fl ~V1'lJ.I'll tI~ ~LBtJVll111lJ~.:)vi~':)lJl~1 tJ)

~':)L~tJ'UlJ1L~B1tI'lVl'Vl'll'lJ

VlL'lmfl1~I11~ (0 ~ \SV
(Bm 'lllJL'1ltJ)

L~'lJ15fl1'l f1ru~fl1'llJ fl1'l fll'lf fl'I~11"111lJ1i''Ul"I.:)tI~a~ntJ1"1fL'lJEliLLvi':)'1l1~

~1Ufl.:)1'U1"1ru:::m'llJ fll'lfl1'lf fl'I~11"111lJ1i''Uf1.:)tlL'lB~ iltJ1'ilb'lJEli LLvi':)'1J1~
1'Vl'lP1Vlvl0 1!J<9l~ '0~~~

lt1'l'\1riMBb~fl'Vl'lBUfl~ : thaicert@ncsa.or.th
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L€lna11n1'nL~~L~€l'IJLLfl~bL'IJ~'lhLL'lJ1'V11~u€l~n'IJfl111JL~fJ~'VI1~16lfb'U€l~

n1Nf€l1Jfl~b'IJ'Uflflfl~11'V1fl(Data Leak)'II ,

il'l~U'U.n8FlflFlllJ'Vll'11'11b'UeJ{~b~!'J1offeJ'Itl'U f11'j~11 'VIG'1'lJeJ'Ioffm..JG'1?1l'U'UFlFlG'1(Data Leak) lib!.'U1LUlJ
'I; , '\I ..

b~lJ?I'I~'Umh~l'lm~ e:J~119l8'Vi'U"hlioffe:JlJG'1u£1I;g«l.otl~1'U'lJm'VIU18~1'U b'li'U ~e:Je.J'otl~l'U (Username) uae
" 'U "'~ 'U 'U

'j~?I~l'U (Password)t:lf1be.J8b!.'W'jl.'Ubb'VI~'1l'll'1., Lth.!li1l'U1'UlJlfl ~'1-ileJlJG'1~~11mlVl~fl~11G'11lJ1'jt:lt:lmll hItif
'U I 'lJ \J

1'Uf11'jLoff1li~'j:;'U'Ui.'1l'ji.'1'Ub'Vlf'l I.l'U1'11~~eJ~~l"llJeJeJ'U1G'1u 'VI1B1.1.'ViG'1(il'\'JeJ{lJ~I.~81offeJ~ 119ltJhJ1t1l-r'UeJ'Urull'1 1.1.G'1:;. .,
e:JT'It:lfll"1i'dh,Pill9l L~'lJvi'ul 'Ufll'JLi lt1'1iau m"l rr£11f11'jtJm:;~'Ui;'Vlt (Privilege Escalation) 'VI~errrs'U, 'U D~

d II ~ ~ I I

1.1"lG'le:J'UCJ1tJmtJ"'U'J~'UUI.Fl'je:J'1JltJ(Lateral Movement) 'lJe:J~'VI'Ulm1'U

snnrm bl:ll'j~1 ~I.I.(;I~~I9lI'l1lJ?lt:l1'Utl1'Jru 'Vi'lJ'"l1rrn I.nVl Data Leak €l1~iii.'11 b'VI(illJ1~lfl'VI(;ll tJiJ ~ ~tJ.
L'Ii'Uf11'jhlJ~Nl'Ul-il'11"1i~U'Vll'U (Supply ChainAttack) f11'J~~~1'j:;uu'VI1mlu1'1J~v1bJuG'1e:JI9l.ntJ f11'j'lJ119l

lJl(il'Jf11'jtlmn'U~l'V1r'U'j:;'U'U~ I.tJ 1911~'U~fll1~lflmtJ'UeJfl fll'J~ I9ll1ml.l1'_h~b[l'Vl'lJ llJ 8ife:JlJ(;I (Infostealer)
"

'jllJli~f11'j111 'VI(;I'1Je:J~offe:JlJ(;IN1'U'j~'U'UI.~e:JlJl'le:J1u'jbl.mlJu'J~tJtl~ 'VI~mn ~'LI~tl1'jmtJ'Ue:Jtl I.'Ii'll fl1'j'LI1'V111
" • 'U

~19lf11'jApplication ProgrammingInterface (API)'VI~e:Jfl1'j~l9ll.n'LIoffe:JlJG'1r'LI1e:J~(Credentials) ~1'V1-r'LIfl11

I.~ e:JlJl'le:Jv1hi I.'VIlJ1:; ?llJ ~ ~~ 1'1..11.u'UiJ ~~tJG'I·lr1 flJv1'Lil1U~ fl1'jfl1 'VI(;I'lJe:J'Iie:JlJ(;I?h'U~ I"ll"la ua ~offe:Jl;l",hrlt1j

'1JeJ~e:J'I?]m

uansn 11'0 ~'1'ViUll'V1m tJ'VIUl tJ~ l'Uii'li e:J'I1'VI1t1l1'Ufl1'JU~'VI1'JojVl fl1'JoUe:JlJ" I.b":;~Vli fl1'Jb offlfi'l b'Ii'1..1
'U

fl1'j tll'V1'UI9l~VlihJb 'VIlJl::i.'1lJ tll'~ii,j' ru:sm otl~l'UmliHil i~l'UI.I.I'l~'1Fl.:j I.tJ 1911i'l 1'Ue:J~ tl1'j 1lil. ~ tlt:le:J'UaVlidje:Jii
" " "

tl1'j1.tI~ tJ'Ul.l.U(;I~'VI'U1~'VI1m~'UG'lm'Vi tl1'jU~\M'I1'U 11lJli.:jtl11'1Jlm~UUU1'V11'jojl9l tl1'JUfIJ;g0i~l'UbI.UmllJ

f'I'Ufl (Identity and AccessManagement: lAM)~'1LtJ'UiJ~ojmG'l1lJ~vh1~ife:JlJG'lcil'UUI"lFlG'l~~11'V1(;1i.'11lJ1'J(l
'IJ 'U •

t:lmIl1 U1mt1lm.h.:jiiu'jd1Vlcrm'l"l1l9ltJ~litl'J:;G'I.:j?]~ 1.1.(;I::l.vllJI"l11lJl.~tJ'Il'leJf11'J(;I~l.ill9life:JlJ(;I(Data Breach)
'U 'U 'U

l'Ul'1f1'h:l
tJtI ~ ~ 0 rU d I ~II 0"" .qQJJ
'Vl{l'U"1::bA'Ufl11lJLfla{li'llf1ty'VIVl'U19{11'Ufl11 LVlfl11lJi'l1f1t_y lJj;I{I'U

1. f111lJL~a{l~1'Un11f11\JfllJ\J fig!1mu.g!::iI'VI~n11L'yha{l, .
.J'Ici' 1 'U'VImtJ'VIUltJ'IllJ~,m\JiJ fIJ'VIlWl1lJtl1'j'LI~Vll'joj I9lfl1'jaVlt fl1'j boU1fi ~bl.(;I::Ut1j;g~,"1i' 'IllJ

~'1B1~ neJ1~bfi I9lFl11lJ b~tJ'Il'l e:J1"l11lJ~'Ul"l'lU" eJ19l.ntJ'lJe:J'I'j::U'LIi.'11'ji.'1'UbVlf'I 119ltJiiu'j:; b~lJa1 r1fIJ ~'1d

• fl11tl1'V1lJl9laV1~fl1'jl.if1fi'l1li bVllJl~i.'1lJ 'VI~eJ1~aVliLfi'Ul"llllJIi11 btJ'Ul'lmIlU1~

• fl1'jilufIJ:g~ i'lllJvtLlJ111i1 i'll'ULbI'lEJ'II"l'lbtJ~1i'l1lJe:J~ (Uqj:gi'l'lrll'1)

• fl1'J 1liuru~Vl~1 ~i.'1e:JWlI"l~e:J'ItlUfl1'jbU~tJ'ULbU(;I'IVlU1~m1lJrU~I9l'1fe:Ju

• tl1'J 1lib ~ tl(le:JlJ~Vl~1~ tJV('Uvh~~~l"lmm~'Ui.'1Jl1'Vifl1'JU~\M'Il'U 'VI1e:J'VIlJI9l1"l11lJ1i11btJlJ 1 'Utl11

boff1li'l'J::'LI'L1

• 1"l11lJ b~ El'l~1flf11'Jl i'Il'UU ru;g1l9ltJh\ 'VIm::G'llJ~lf1U 1"l"1mm Ell '1..1~ fml1'1 v1U~ mnv • 'U

'VI1eJ~~'LI1tl1'J[l18U~tl
"

• tl11'1J1I9lfl1'jl"llUl"llJbbG'l~~ 19l(illlJf1111"1i''Il'UUru;;j~ I9lbbG'l1::UU'VI~e:JUru;gi1Vlt 'J::~ui.'1'1mi 1'1
,. U 'lJ "U IV cu

LVitJ'1'We:J

~,rdiJ~~tJ~'1 tl~11 e:Jl~~'1e.J(;Ilv1rnlitl'j::i.'1'1?]~G1llJ1'jt:lL11uru:g~ i'll'll 1U1m'Ufl11bofflfi'loffeJlJ,m1eJ
'U IV 'U 'U

1::'LI'L1~lrlru'lJeJ'IVi,jlEl'l1'U 1VltJ1lJ1~H'LIe:J'Urul(il 'VI~e:J1if'l1'Ubn'U'1JeJ'LIL'1J1'lVi'U1~~tll'V1'U19l~ • v

~'1J 'U ViUl tJ'I1lJl"l1'j nl'V1lJl9llJ1Vl1 f1111"l1'LIl"llJUru;g~"Ii' '11lJ bbG'1::~Vlifll'j boUlfi 'I eJ~ 1'1bUlJ'j::'LI'L1• v"
1(7ltJI"l1e:JUi'l'llJU1::b~'UG11r1fIJ~'1,j'

• fl11tllVilJl9lbl.(;I::m~llii~Vl~b~BI.~lJtI~,j'~'11lJ
... d ~'[d .. 1'" "" d .1 OJ,,"• tl1'JU'JU bU(;ItJ'Ur:tVl5blJeJlJfl1'J tJf1tJ1El'VI1mt.JG'ltJ'UbbuG'l'l'VI'U1Vl



TLP:ClEAR
- 2 -

• fl11U.tlfl'VI111~i'I11lJ~U~I'l'l1€J'U~G11~qjmJml1flnU (Segregation of Duties)

• fl111'l1'Ul'llJ Lb~~~1'lil11lJfl111i',nuuru'li~VlB')~l9lu?!.:J
, V '\J

• fl111~~'UVI~€JL~ fltl€Ju~Vltl\91t1vi'uVi b~m~u ?!ml'l fl1 1tl~'U1i.:J lU

• tll'V1u\9Iult1Ulm~?!~.hu~tl~eJ\9Inti L"liU'VI~m~tI.:Jfl111i1~?!~luJl tll'V1U\9I11t1fll11~?!thu

1li'€J.:J~llJ(Blacklist) LL~~~.:Jb?!~lJfl111ibl'l~€J.:JiJeJ~\9Ifl111~?!~lU (Password Manager)

• tll'V1UI'lfl';i~U1Ufl11b tl~ tlUbbr;'1~ti'~U1~G'I~lumh.:Ju~€J\9In tI b"liU fll1~U~U\ll1il1Uri€JU1b~il1v

1~?!~lU bb~~1i\'lnl'lfl111 i.:J1U1~?!~lUL~lJ

2. fl111J L~e.I'i;)1 n m ~~11 'VIii1'tiil-llii'il1JmLiiI~ nl~fl1'Uf11J nl~ri-llililnii' v1JiiIhiL'rfa·n~il.. . ..
UeJfl\Jl fld amnu 1\91~eJlJmsl i' .:J1U1~U'U?!11?!Ub VlFl1UU \J\JuuiJ 1'l11lJi'Ui€JU uae b~ €J1Jlt1.:J,

nU'VImtl1~'U'U vi'11~iifl11~U~.:J ~\9ILii'U Lb~~H.:J1U-rr€JlJ~~lU'VI~lt1"1i€J.:JVll.:J ~.:J1~'U'UJl1t11u 1~'UUI'l~11~
"

~L1J~ b'1'ULL€JU'l"l~LI'l'llU 1~'UULb'l111'1"l~ eJumrul'lfll'll LL~~lu1bLmmluLmTfL6lfeJ{ 'VI1fl'VI'l.i1t1.:J1U,
'lJll'lm il11fl11tll n'U I'lLb~-rreJlJ~eJEil.:JL'VIm ~G'llJ eJl \JG'1.:Je·m1~i€JlJ~ G11rlrutl rutJ I'lb~ tI bi1 ii.:J 1 'li'.:J1U 'VI~eJ

'tI '\I 'U V'\,I

~.:J€JeJfl1u~.:JmtlueJfll\91t11:!.l1~-r'UeJurull'l, V

"i' .J d I .c:I V J"
bI'lEJI'l11lJL?!tI.:JVl'l"lU'U€Jt:J1J1'l.:JU

• fl11tll'V1U\9I~VlBL-rrlii.:JiJeJlJ~1:!.lL'VI1J1~?!lJ'VI~mtlI'l1~L-rrl~.:Jfll1.:JLnUi'l11lJ1i\'lLuu
'U

• fl11~\9lLii'U-rreJlJ~G11~ru1U1~U'U'VI~eJ~u~m:!.lu~ eJ\9lntJ'\J v

• fl11~'U~.:J.ueJ1J~1l'ltl1Jjiifll1L .ul1~?! 'VI~€J1.g"lieJ.:JVll.:Jm:!.lu~€J\ilntl
'\J

• fl111-rr.:J1U1~'U'Ui'l~1111i~LlJ~ 'VI~eJ1~'UuLL'l111'1"la11'ltJ1:!.liilJlil11fl11i'1TlJl'llJ~L V1t1.:J'V'leJ,
• fl11'l111'l1J11Pl1nl11'l1'Ul'llJLb~~L~11~1.:Jf)Wlll-rr€JlJ~€JeJn\Jln1~'UU, 'U

• f) 111 'll111?! ~' 1 UJ1 'VI~ eJiI'l btl U '1i' eJlJ aUru -u u.~ ~ n ru LL\J ?!°1'VIofUL -ii' eJlJ (;)'eJ') ~ 'UU
'\J" 'I ILl

1 v ...11 'u~n~ru~Vl lJL'VIlJ1~?!lJ

• mllJL~tI.:J'iJlfllU1u.mlJL1'ULmT-rL6lfeJ{ L'liU fl11uuVim~?!~lU fl11tlfl'IJllJtI session
'U

token 'VI~eJcookie bb~~f)111i.:Jlu~1U'lJtI1t1vtL:!.lu~eJl'lnEJ

• fll1~ ~nr~LL14th~L.nVl'IJ llJ tli €JlJ~vj'?!lm1tl~.:Ji eJlJ~Uruoii~1 'I1.:J1U'VI~eJi eJlJ~ G11~ru
'U \J QJ 'U '\J v

\Jlmi'l~eJ\lm ..rr.:J1U
"

19l.:JtTu 'VIti1 EJ.:J1Ui'I'J'Hl1V1UI'l1JllPl1fll1U €J.:Jnufl11f 11 'VI~'lJeJ.:JieJlJ ~€Jv l.:JLD U1~'U'U 11'ltl
"

1'l1€J'Ui'lG'llJU1~L~UG11~ru19l.:Jd
, V

• ~lLbUflU1~L.nVl.neJlJG'I(;)lm~I9l'Ui'l11lJ~lrlru (Data Classification) bL~~tll'V1UI'lLLU1Y11.:J
" v

fl111 i.:Jlu-rreJlJG'leJ~l.:JL'VIlJl~G'llJ
'U

• Iillnl'l~'VlBfl11L -rrl~.:J.neJlJG'lil11lJ'VI111~LL~~i'l11U;ilLUU (Least Privilege)
"

• L.nl':i~?!-rrm;J~~.:J'llru~~I'lLii'UU.iiI:::'lJru~-rUG'1.:J(Encryption at Rest LL~~ In Transit)

• mUi'l1Jfl1':i H.:J1U~ LlJG'I1~'U'Ui'liill111i ':i~'U'ULL'l111'VMLbiil~'1i€J.:JVll.:J~'Uci.:J-rr€JlJiiI~umh.:J~\9lnlJ, 'U ,

• 'VI~nL~tI.:Jfl11~l'lbn'U1~?!~lu'VI~eJ.nmj~~'U1€J.:J 111 ULl'U L'UnJ L6lf€Ji'VI~eJ~u~~ b.ul~'11~~1t1
'U

• m'Ui'l1Jfl11~1'l~.:JLLiiI~1i.:J1U~1U'lJtI1t1'IJ€J.:Jbl'U L'U111b6lf€JiL'Vh~lill bUU,
• b~1':i~1.:J 1"l11\J?!eJU LLG'I~mUl'llJfl11t11iJ€JlJG'I€JeJfl'iJlm~u'U (Data Loss Prevention), "
• 1"l11'iJ?!€J'ULLiiI~UeJ.:JnulYG'ILL1{~:!.l.:J'IJllJtI-rr€J1JiiI\JlnBumrum i.:J1U €Jcil.:J?!Jlb?!lJ€J

.. 'U 'I "lI

3. fl111J b~VoIl"il1n n1':i:oIlfh'l'~'U'U b1'U1.6fl9Ibb61~~~'U'Uv1btJ"1~'U'in1':i"1 nfmJtJ€Jfl lJi bl11Jl~liI1J

~.:Jd ':i~'U'Ublu16lf1'1 Ll'Ub"lli'l"lb1€J{ LL(;1~1~U'U?!11?!ULVlFl~btJI'l1'V1'U~fl11\Jlflmtlu€JfllYmuu

LtJ 1'V1lJ18'V1Glfl'IJeJ.:JflTll\llJ~'iJlf1en:!.lU'i~,mi~ 'VIlflii fl1'i~.:Jfll~1:!.lb 'VIlJl~i.1:U 'VI~eJ'lIll'l fl111'l LLiiI-rf1~lml:U
~ 'U

TlP:ClEAR
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If'Ufl~tJ(;1€J~.ntJ€J~l~1Plm ~e:J~€JT'il?i~e-J(;11~Ln~ fl1111L~tJ~~€JfHHlnhlll~ LLm~L-if1ii~1:;'U'U1~ u1111~-r'U€J'UflI11'1'II ,0:':

1~tJi1tJ1:;L~'U~lPlqj ~~d

• fl11~~ri11:;'U'U bJL'111111:;"11'VI~mtJ~1i'l1'U'U~f111LL(;1:;'Vm{l'1vtw':il1LtJ'U

• fl11hjtJ-r'UtJ1~'1f€J't'J\;iLL1{1:;'U'U~~tl11Ld€J'VI1 (CMS) L't'J1lJL1{n 'VI~€JtJ~n~'U1~LtJ'UU~~U'U, ,
• f111'lJ1~1I11'11fl11L"~lJfl'"nlllf'Ufl'ltJ(;1€J~.nm"1'V1-r'U1:;'U'U~LtJ~1,x'U~f111~ln.fl1tJ'U€Jn

• f11Jn1'V1'U~~'VIi'lJ€JilUqj:g'U~f11J'VI~€JUqj:U~~u,(;1':i:;'U'UbJ L'VI1I1:;"1I

• fl1111L~tJ,:j~lnf11':i~fl hll~tJl'U'ti€J'I'VI1'lL l'U L'ti'U f11':i"LLfl'U'tiv'll'Vl'l fl1wihii'l':i:;'U'U l~tJ 1111~

f'U€J'Uru11'1'VI~vfl1':il.l.m'1J'VI'lI1Ll'U1"lf1li. '"
• msnn 1-if'j":;'U'U1.tJ'U'li€J.:J'VI1.:Ju~~m:;~lt111ml. 1{ 'VI~€J'lJ111tJ'Ii'€JlI(;1'11€I'I 'VIU1t1.:Jl'ULL(;1:;m-tl.:J1ti

'U 'II 'II

~'1d fl11111.~tJ'I~iln~11€J1~~ile-J(;11~':i:;'U'U'lJ€J'I'VIU1tJil1ti(ln'Umfl (lflLl.m '1J'Ii'vll(;1'VI~v(lfll-ifl. tJ'U
'U " "'U 'U 'U

~~ l.~lIl'i'ti 1'Ufl1'j"1~1I~ 1:;'U'U.fl1t11'U'lJ€I'I 'VIU1 t1'11ti ~'1,r'U 'VIU1tJ'I1tifl1 1~1 I.Utif111 L"~lIfl1111lftifliltJ(;1 €J~.ntJ,
'1J€Jil1:;'U'ULl'U1"!l1liI.L(;1:;J:;'U'U~I.tJ~1,x'U~f111~ln.fl1tJ'Ue:Jn€J~1'1"~11.1:'111€I l~tJflJe:J'Ufl(;1l1tJ':i:;I.~'U~lPlru ~~d, '"

• tJ~'U1fl11'V1~€J~v{l'1~hllil11.tJ'U 1.1.(;1:;lillti'~fl111.-U1ii'll.il~1:;~lilll. tJ'U

• tJf'ULLIPl'lri1fl1111l1tifl.:JtJ(;1€J~.ti'tJ'lJ€J'n:;'U'U1,x1.'111111:;"'11(Secure Configuration)

• e)t1L~t'l'1fv'Vlllil.l.1{ ':i:;'U'U~~f11':iLi1€J'VI1 L'Vl':i1lL1{n LL(;1:;?i1'UtlJ:;n€J'U~LMtJ1-if€J'l1,xLU'UU~~U'U.
e:J~L"'lIv

'U

• lil1ti'~~'VIi"lJ€Jiluru:g'U1n1iLL(;1:;Uru:g~~LL(;1':i:;'U'Ut'l111'V1~flm111lil1L{J'U
V flJ '\.1'\1

• LLtJn~1ti':i:;'U'Uvtl,x'U~fl1'j.fl1t1'Ue:Jfl€JeJfl';J1m:;'U'U.fl1tJ1'U (Network Segmentation)

• Vi';J1':iru11i1l1I']ifl1i'1h'lti'tifl1'jhll~tJ1ti'tieJ'I'VI1'1Ll'U L'titi Web Application Firewall

(WAF) 'VI~€JlIll']':ifl1i~LVitJ'ULVh

4. fl1111L~f1{j'l1nn17~11Vli't~.h\J7~'UtJL~i1lJMmLiI:: API
~lnf11iLlJlid'il LL"':;~~t'lllJ?ltn'Uf11iru.n tIfin fl111'VI1'11"lfL'U€J{ 'Y'!'U';hf111~11'VI"''lJ€J'Iuru:Umoff,n'Um ~Ln~~l n

, '" 'II

f11111Li t1'1"lJ€I'IJ:;'U'UL-li'€Ill 1']'v uaerrrsl iil1'U Application Programming Interface (API) .ij' '11'1f1'Ufl11
uaru tJ~tJl.J-Ue:JlIm:;'VI11'1':i:;'U'U~il.fl1t11'ULL"':;.fl1t1'Uvfl'VIU1t1'11Ul~t1i1tJ':i:;I.~U~lPlru ~'1d

'II V

• f111n1'V1'U~a'VIifl11L'li'liiil API1:UL'VI1I1:;1:'I1I'VI~v1,x~'VIil.nUfl1111lil1LtJu
cud .... IV ov .d I I <4

• f111~~Lfl'U'lJ€JlJ"'1'U1v'l"1'V1':i'Ufl1':iI.'1fvlll']v L'1fUAPI key, access token, secret key'VI':iv

Uqj:U'U~fl1':i 1u~n~ru:;m:UtJ(;lv~.ti'tJ

• nTH tJ~L~ tJ-ifvll",f'U1v'l1 ti'1lv{" 1F1~1't'J~~ilI'i1 'VI~V1:;'U'U~"1111':im-iflii'l11'i't~ tI1:ulill LtJ'U
'U

• f111"lJl~ f111f11'UfI lJl.l.(;l:;,jltl ~ fl1':i1.-if1ii '11:;'U'UL~ vll~ vtl'Ue-J1~'U1 fl11 i11t1ti v n'VI~v i:;'U'U, 'II

~;;rqjqj1

• fl11'lJ1~f11':iLlJ11d',ml':i ti'llU API v'h1m:U?l1111ilJl'1':i1~~'U~'l~m111~~tJn~1~

• fl11111.~tJil~lnfl1':i'l11'li'vll(;lf'U1v'l 1tJ1il.~ vlll1i m:;'U'U LoU1ii'loUvll'" 'VI~v~'lfl1':itJ1U APll~tJ
" 'II

bJl(;W'Uvttqjl1'1

~ild f111111.~tJ'l~'ln~11m~a'l(:.m 1,xLn~fl111.-U1ii'loU€JlJ(;l~lPlqj fl1i 1i~'VIiLnU"lJv'UL'111'1'VI~€Ifl1':i
1~lJ~i:;'U'U~lu'lieJil'VI1'l fl1i L~ vll I1ivi:; 'VI'J1'1i:;'U 'U

~il,rU 'VIU1t1'11UfI1in1'V1'U~1I1I'1ifl1if11'UfllIfI1111~UfliltJ", v~.ti't1'1JV'li:;'U'UL~vlllPlml."':; API v~l'1l. '111111:;1:'111,
1~t1f1iv'UpmlltJ1::L~U~1;(ru ~'ld, '"

• nl'V!U~~'VIifl11LoU1iiil API 1']111'V1~nfl1111lil1LtJU(Least Privilege)

• ~~Ln'U API key, token I.L",:;'Ii'vll",fmv'l1'U':itlLL'U'UVi't1"'v~.ti'tJ LL"':;'VI~m~tJ'lfl11~Aj'
" "

1u"lfv{?l1F1~

TlP:CLEAR
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• l-b'fl~ 1flfm~'U~j'tJ~11'1'ULL~::;flTH)'Uru11'1~L'VI:I.I1::;&'1lJ~TVI-rUm':iL~e)lJ~e)':i::;'VI':h~':i::;uu,~
• ~ltl~f11':iL.v1ii~ API1'I1lJLL'VI~~~:I.I1L-tl'UIPaddress 'VI~€Jnetwork ~L~e)~e)1~

• Le11':i::;1~LL~::;1'I':i1'il&'1e)Ufl1':ihr~1'UAPIm.h~~elL,j e)~ b~ e)'Ue)~n'ULL~::;m1'il:5'U'Wt]~ msu

~~~t1fl~

• VlUVl1'ULb"::;CJfl b~fI.ve)lJa1U':ie)~'VI1e)~VI~f11':ib.vl~~vihJ~l bU'Ue)81~&'1J1b~lJe)
'\J,flufl~l'UrHU::; m':ilJ fll':i m ':if mn m llJ~ 'UPl~t1ae)~.nCJ1"1!LueJ{ mA~'ll1~ (&'1fllJ'll.) ~ ~'lJe)l~

'VfL.hCJ~l'Ul'Uti ':i::;LVlf'f1VlCJCJm::;~Ufll':iLe11':i::;1~bba::;~~~llJ&'1m'Ufll':iru.n CJF!flPl1lJVll~ 1"1fLUe){e)81~ lf1~:a~,
'1 .., dd" "''''''''!':'I'' d:;"l"Q d ''''' ..b~mU'W1::;i1W'1flPl1lJVlLflCJ1'lle)~flUUru'lle.Jb"ll~1'U ':i::;UUVILu~ 'VIU':ifll':i'il1fl.f11CJ'UeJn fll':iL "lleJlJ~e)f1U':i::;uU'Vf':m, ~ "
e.J1~U~fl1':iillCJ'UeJfl LL"::;Pl11lJL~tJ~'il1flfll':i~11 'VIa'1JeJ~.ve)lJa~~~ elLt1'UU'il:5'tJ~lAru~ m'il~~e.J"m::;Vlu~e)" "w
Pl11lJiT'UPl~t1~eJ~ntJ'lleJ~':i::;Uuarsau bVlf'fu,a::;.vaua~lAru'lle) ~'VI'll1CJ~l'UL~CJ':i1lJ" ~

-'" OJ !:i J '"U'U1'V11.:jui).:jmJUa::a~A111JL§1~NILUi).:j(;l'U

>J1n fl1':ii LPl':i1::;"ftl':i::;b~'UPl11dJLi CJ~~'rums Pl1UPllJU 1"1"1rrs ua ::;~Vli msi 'Ii'lii ~ fll':i~ 11'VIa, ,
"llfN.ve)lJ~ fl1':i~~f'i1':i::UU b1U1"1f~LL"::;':i::;UU~LiJ~1~U1f11':i'il1f1mCJ'UeJfI ':i1lJ~~Pl11lJL~CJ~'illrrseuu b~e)lJ~e)

"
LLaerrrs uan Lt1~ tJ'U.veJlJa ':i::;'VI11~':i::;uu 'VI'll1CJ~l'UPl1':i~1Lil 'UlJ11'l':ifl1':iDe)~n'Uu,a::;1;'1~ Pl11lJL~tJ~eJ81 'I LU'U

"
':i::;uu Pl':iBUPl~lJvr~l1i'l'ULVlPlL'UL"v m::;U1'Ufll':i LL1;'I::;~Pl1;'l1mL~e)De)'1n'Uflwu1'1i'm;lmrt1J~ ert-b'~l'U1tI1i

L(;wiJ"llBU LL,,::;a~t:-J"m::;VlU~B1'ilLn~;ff'UIJif)';i::;UU?f1':i~'ULVlf'f'1le)~'VItl1CJ~1'U.

vr~il ~lm':itl~lLil'Ufll':i1~ ~~il
1. ~lL il'UfI1':im1'il?f€JULba::;u~-tl€J~1'Vf'i'lle)~':i::;UU~l':i~'ULVlf'f€J81'1b1~11i1'U1~CJbuvn::;':i::;UUL1U1"1f~

LLa::;u~fI1':iv! btJ ~1'IXL'll 1ii ~'il1flill tJ'U€Jfl ':i1lJii ~t1-rUbLI'i~r11Pl11lJ~'UPl~U "€J~.n tJ'll€J'I':i::;uul ~ L'VIm::;l.'IlJ

U~U1f11':iVl1€JW€J{l'lvihJ~1bu'U Lba::;fhVl'U~:J..Ill'l':ifll':iU€J'Itl'Ufll':iL'illJ~kh'U-tl€J~Vl1'1b1UeJ81'1L'VIm::;~lJ

2. ii'f1':i€J'I'lleJ:J..I"e)Eil'1U BEl 3 '1J~ LL"::;:5'~ btlU-D€JlJ"ii'fl':i€J ~1'U~ m~ru::;v! LLCJfl€JeJfl'ill fl':i::;U U'VIGlfl" , "
':i1:J..1~~ilfI1':i~l':i€J~LbuUBBl"l1a'l1 bViB':iB~-rumrih::;uutl flL'il:J..I~Vl1mn~b'VI~-iJwUB~~m::;VlU~€Jf'l11lJ~€Jb~e)~" ,
l'Ufl1':il~u~fl1':i

3. 1'l':i1'ilI.'lBUfll':iL<U15 ~':i::;UU'illfl':i::;l'.I::;1fla L'1J'tJRemote Desktop Protocol (RDP)u,a::;

Virtual Private Network (VPN)'W~B:J..Ib~1':i::;1~'Wt]~m':ilJfl1'J1off~1'U~~~Ufl~ LL"::;n1'VI'U~mmll1':iii'U5'U
cv oJ 0 Q.I IJ~

l'l1t'l'UVibVI:I.J1::;&'1lJ&'1l'V1':iUfI1':iL'1JltN'illn.f11CJ'UBfl

4.U~~ul 'Ii'fl1':i V'U l'.I"''U19111'l'UU,UUVI" 1mJ 'il:5'CJ(Multi-Factor Authentication: MFA) ii'fl'V11U
':i::;UU~lAru ':i::;uuv! LU~1~U~fll':i'ill fl.f11l'.1'U€JflLb,,::;ut1I~~1,'ff~1'Uv!il~Vli'J::;~u?f'l W~B:J..InlV1'UIil';i~I.'I~h'Uv u~ ~ ~

1~ilPl11lJiusb'B'ULL"::;~J1 flIJiBfl1':iPl1~ b~l bba::;Pl1':inlV1'U~'ULtJull'.1':i~l.'Ie.h'UL-tl'U VI~m~ l'.I'If1l':il-b'':i~m:.h'UJl

nl'V1'U~':ill'.1fl1':i':itr&'1~l'Ul'l m'IX1:J..1(Blacklist) bba::;~'1b~~dJfl1'lli LPl~eJ'I:UB:5'~fl1':i':itr~~ l'U (Password
Manager)

5. ertlb~I'l':i::;uutlBU~fl1':i "1fBl"ll'1bbTf~t1mru U,"::;~1'UtI':i::;flBU'1JeJ~':i::;UUl'il'1 'll~Lu'Uu'il~U'U

tll'.l\l.'IlJ B L~ mUWl ::'J::;Uuv! b-n' €JlJ~'Bnu bPl1B'1lll'.1ill Cl'UeJfl ';i::UU b')U1"1f1'1';i::;uu:5' ~ fll ') bifB'VIl bba::;
"

"1fBl"l91bb1{villFl1llJ L~l'.I~~~
"

6. ~ (;1~ 'I bb1;'l::;t11UtI':i'1'J~UUUeJ~tl'UlJ" LLTfl ~ll Fl11dJvl'U&'1lJl'.IB~L?fdJB L~mU'Wl::; fl11'U m tl'UlJ" Lb1{, "
vil.l~'ll1lJl'.I.ffeJlJ,nj'ru~mi~l'U .vBlJ,,1mm~1'VI-ru b~BlJ~m::;uu ml::;.ffBdJ"~lAru~'U'llB~'VI'll1~Nl'U

'I 'U QI '\J 'U 'I.J v

7. I'l ';i1 'il ~BUB tI fl':iru '1JB~t:-J'1.'Ii''11'U 1~tJbOWl::; fl ';irufll':itl fiu~ '11'U'ill fli11l'.1'UB flVlU 1l'.1-31'U
'\I d.J

BUmru'1lB'Ie:J~U,"'J::;UU LLa::;Btl mrum iL .fflii~':i::UU~lAru bViB1~iT'U1'il';i1ilmt'l':ifll'JuB'Itl'Uvib 'VI:J..I1::;~:Wu,a::;
" 'U 'U 'I v

l:U~flf)l'.I"l 'U.f111::;L~l'.I'IvlBflWrl1 VI"'1JB~.ffBlJ'"
\I "

TlP:ClEAR
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8. b~11d''lbbm:1bfl11~l-hr'\,!'Yiflfn1H'l1'U1~UU (Log) mh'll'im~eJ'l bb~~l.hiJm;l~~L~m-neJ'ltlU

11tJfI fl fI1lJll1l.at 'Uf111I'l11 ~:ijUbb~~i1 eJ'ltl'U 1l'1tJLIl'Vi1~fll1lJCjvnJ fl~"lJeJ'lfl11 L-n1,h~uu f111L~tJfll -n'l1'U1~UU, ~
~ 1fll9i1UVlU;Jv1'bJrl'ULfltJmsH;J1'UUru;~VI~G'f'l LL~~f111LsV1fi'l-neJlJt;tG'11riru~~1'I1tJ~l fltJfl~

'l QJ 'lI 'lI V'

9. 1'l11~G'feJUbL~~fllUfllJf111b -n1fi'l"lJeJ'l1~UUVI~mn ~U~fl11.fl1tJ'UeJfleJ~1'lfl'lfllJ ';illJfl ~fhVl'UI'I~VI~, " ,
f11iL-n1fi'lG'11V1f'lJ)~U'lJb~eJlJl'ieJ 1tJiLLmlJtJ';i~~f1~ LL~:; Application Programming Interface (API) 1'l1lJ

fI11lJ'oii1LU'U :ijVlbnu-neJlJ~f'lJ':ieN nruLb~~U uaeLVIbfl'UG'11V1fUflTH~eJlJl'itleJ~l'ltJt;ttlVl11tJ uaeL~11d''lf111 l-if~ , v

'I1'U~CjVltJfl~ eJ~ 1'lG'fJ1bG'flJeJ

10. :ijVll~ih:;uuU~Vl11:ij1'lf111uru;m -if'll'ULL~:;~Vlt f111b-n1fi 'Iu U'lJ11lJf'f'U8 b~eJfl1UfllJ1'1~1~il'l
" 'U 'U "I

Uty'll0-if'l1'UeJ~1'1bU'U';i~UU fI';ieJUfI~lJf11';iG'ff1~ f111bbm'll f11i';i~rU bb~~f11';itJm~f1uty'll ';illJfl~f11';ibVifl

n eJ'U~Vlt 'I-1'UViLdeJiJf111 btJ ~ tJ'UutJ~'lVl,_y1~ VI~m~' 'UG'fJl1'Vif111tJll U~ '11'U 11lJfi'l ri1V1'U1'Im:;'lJ1'Uf111~ 'U8'U
11l11'l'U(Identity Proofing) G'11V1fUfl1iG'f{1'1Uty'ti fl11QR'UUty'll Lbt;t~f11ibtJ~tJ'ULbtJ1;1'1im;!G'1G'11rity b~8

i1eJ'ltl 'Uf111bbeJUe)1'11111I'I'U
11. fI1UfllJflT~ri1V1'UI'I~VI~ flTH i1fl'll'lllJVI,r1~ LbG'1~fl11lJ'oii1bU'U'1Jtl'lf11';itJllU~.:J1'U 'Vi1eJlJVlUVld'U

Q o::! ~t.I.v vd v ~I .d d II d J.I 4
G'fVlti"lJeJ.:Jt.Jb'lJ'I1'U t.JVluassuu Lb1;1~t.JbfltJ1"lJeJ.:J.f11tJ'UeJm u'U';i~tJ~ L'VieJ~l'Ifll1lJ LG'ftJ'l~lfl fl1i L'1J1tl'l'1JeJlJ~VlieJ

'U 'U'lI 'U 'U

1:;UULn'UfI11lJ'oii1bU'U 11lJ~.:JG'1l'lfl11lJb~tJ.:J~lflf111l -n.:J1'U1l'ltJhJb Vlll1:;G'flJ~lflUfI~l m.f11tJ1'U,
12. tl1V1'U1'llJ1 I'll fl11,J eJ'I rl'U.v eJlJ t;tf 11 VIt;tmil 'I bVllJ1 ~ G'flJ 11'1tJ~1 LL'Ufl tJ 1:; Lil Vii tllJ ~ G'f·1ri ru

~ " v

'oii1tll'lf11iLoiJ1fl.:J\1l1lJ1:;I1lUfI11lJ'oii1 bU'U L-n11~G'f-neJlJ~~ .:J"lJru:;:ijI'ILnULLG'1:;'llrud'u~'1 Lbt;t:;fI1UfllJ fl1i~.:J eJeJfl" ,
-neJlJ~ ~ 1'U1~UU ~ LlJG'1b1UbbeJtJVi~LfI-a''Ui~uuflm1vl bbt;t~eJtJmruViflVi1 byjeJ'lJeJ'In'Uf11iU1-n eJlJt;teJeJfl~l fI

" '"
i:;UU 11'1tJ1:!J1~fueJ'Uru1 1'1 illJ fl'l fllUfllJ f11il -n'l1 'U-neJlJ~~ 1'Ub1Ub 'lJ111 b"1leJ1 bL~:;i1eJ\ltl'Ufl1i:ij 1'1bn 'lJ-neJlJ~,1tI 'I 'U 'U

fmeJ\l1 'U~f1'I!l-ru~~1:!JtJ1;1eJl'lfitJ

13. ~ I'll ~iJ f11iVlI'lG'feJufl11mT'UfI'ItJ1;1eJl11.tl tJ'lleJ'l1:;UUtl~ 1'1G'fJ1 bG'flJtl L'1i'Uf111tJ1:; L:iJ'U'1ieJ'l1Vll

fl11V1111G'feJ'Ub~ 1 ~1~UU bb~~ fl11I'1i1"ilG'feJUfl11lJd 'UfI.:JtJ ~ eJl'ln tJ'1JeJ'Ib1U1"1lv1 i~U'lJ b-'ii' BlJ 1'1' tl bb~~

'lJ~f11i.f11tJ'Utlfl b~eJri''UVl1LL1;1:;G'11'li'I11lJ L~tJ'Intl'Ubnl'l LVlI91f11iru~~'1 11lJfl'lrilV1'Ul'IlJ1m f111i'11UfllJf111 1-n'l1'U, ,
session L'Ii'UfI11n1V1'U\?li:;tJ:;L1mVllJl'l81~'lJm session bL~~f111tJm~f1 session bdtlViU'I'l~~milJCjl11tJfl~

14. G'f{1'1fI11lJ m~Vlu flf vi'1'UfI11lJd 'UfI'ltJ1;1eJl'I.tltJ1 'IXnu t.J1i 'l1'U ~ 111LL1;1i:;'lJUbL~~~ bn'm-n tl'l
'U 'U \I 'U \I

1111tJ1 'IXfl11lJf b~ tJl nUfl1i; '1i~ G'f~1'U tl 81'ltJG'1 eJl'l.tl tJ f111l i 'I1'U MFA fl11id' '1.tltJ~ 1 fl f111V11;1eJ fl~1 \l~
V11'1~)L~flVlleJiJfl~ f1111'lLb~-neJlJ1;1fmeNG'11V!f'lJ b~eJlJ I'ieJ1~'lJ'lJ bb~~bb'Ul VI1'1f11itJ f)'lJl1~tJ~ eJl11.tltJl'U f1111-n'l1'U

'U " ':.J

, v
• • u 1t1 0 Q,I .c:::t.c:tfllUU::Yl'V11 ill'V11'Umruy

1. 1'lX19111~G'feJ'U-ne):ljt;tl'lllJ~tJI1f1n'U'U'VIU1bl'lJsVtllJt;tfleJlJl'i1bl'leJ11 'Ui:;U'U-n eJlJG'I loo file bbG'1:;
'U ~ '\J 'U ~

'V'l~~f11';mlLL11'l&i'eJlJ1'lJd:;uu byj fltJl:; LiJ'Ul1iJ LVI~.tltJf1flfl1lJVl1'11"1lb'lJB1Lnl11~'UVI~eJ11.J Vl1fl'l'l'Ul1iJ.tl tJfl flfl1lJ

V11'l1"1lLUtl{Lnl'l~'U1~~lL U'Uf111i1tl'ltl'UfuilmL~:;~l'li'l11lJ b~CJ'I~1f1fitlflf1f11lJVl1'11'1JLUB{I1l'lfl~TJ 1911lJVi.1.U.,
1'1Jb'lJeJ1'1 '\II~mb'U1V11'l~1'U cybersecurity L'1i'UNISTCybersecurity Framework [2] LU'UI'l'U~'1d G'ffllJ'lJ.

~'Um ~flllG'fU'lJG'f'U'U1'Ufl11~lL U'Uf11il1l\lflci11,
2. V!lmn I'lfl11lJl~ tJV!ltJ fl11~lb U'Ufl11LL~'1f111lJnU'VIU1CJ'l1'UU'lrlUL.v fl{]VllJ1EJ1'U'I-1'UVlL'1i'U

'lJ'lJ.G'ftlVl. ; \l e:ltJ'.fl1 tJ1 'Ubi] B'IVIeJ'lti1U ~1. 'U'UViU~ VI~eJG'fmu ~111"ill 'Ul,f 'U~ LvieJ~ ~1~ LU 'Uf11 ILL:5''I LVlVl'" ,
fl11 fld :;'Vh~1'lVl1'1€l1 '1J11'U3j1'U:::~ L~tJVl1tJ lLG'I~L~lJfld~'lJ1'U f111I'll 1 ~l'i ~~'U'1~mh~ ~ fltileJ'11911lJfI{]V!ll1tJ

3. ~lL U'Ufl111'l11~G'feJ'lJ-neJlJG'l1'i1\l., L'1i'UoiJtllJt;t~1'U'lJflflG'loiJe:llJG'I~iifl11lJ~:;b~EJVleieJ'U~tlfl'Vi'11-M
'U I \I .. 'U 'U

L(;JtJbb'Vi~1tJ 11'ltJ1~e)l'111b U'U'1Jtl'lV!U1CJ'I1'U'\II~m,!f1f1G'!~'Ubyje:l~~11ru1bb 'U1V1l'lDtl'ltl'ULbG'!:::fuiltltl'U-neJfl{]Vlmti
q d ~ ~

bb~:;m llJ LG'ft1V11tJ'VItl1"il"il:::bflVI'll'U
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4. Iu f1l'Hil1LihJ fll1L~' €J'J1'UijelLL6'l~l>leJU?l'U €J'JLVlI>lfl11rJ ~'Jmhl 'U€Jfl~lflfl11rf~'U1~UU, ~
1~i:111,mfl'vh..:J l'Uhi'l>lllJU fl~LWll'JL~1 LL~1 fl11~:::~1 LU'Ufl11V11?l1 LVlI'lLL6'l:::LLVI~..:J~m'1f eJ'JDl'Jrl flrlllJ~ LLVi'~~ "I

?l1:lJ11m:::tr~€J'J1€Jl'J 1~l>lllJ~l'J1'UVI~fl311'U~U11 fln l~miwrrWlL ~'U ~..:Jd L~m U'Ufl111>l11~VllD~~ flrlllJ~ El..:Jrl'J

mJ..:Jmi'l'U1~UU LL6'l:::LU'Ufl11U€J..:Jn'Uul'1~LilWiLVlI'l~l~lfl'1i€J'JL Vl')~iJ€Jl'J'1'U1:::UUq; ,~

5. ~1 Lu'U fl111>ldl ~ a eJU'IJ eJlJ 6'li:1'l'UU rl rl6'lVi'mil l'J'Jl'Ul!?)\~l'J LL~~ U'ULi'Ul'1Jlifl vrLVllJ1 :::i:1lJ" ,
LL6'l:::i:1eJWlrl~eJ'Jl>lllJ~~1:::11't1Ururu~fi'lJrl1€J'JoUeJlJ6'l~1'U'Urlrl6'l ~.1"1. 25621'U~1'U~LMCJ1nUfl11LilmlmllJ

V V 'I 'U 'I

fl11hY LL6'l:::rrn LtJWIL~l'J'1i'eJlJ 6'l?l'l'UU rl rl6'lVi'nlV1'U WIL{j eJ'J~1 fl rns LtJ VlL~l'J'1i'au 6'l?l'1 'U'Urlrl6'l 'U1 'J'1i'€JlJ 6'l
'U 'I 'U 'I 'U

'U'Um! 1 Ll'U 1'1l1'fel1~ ri€J1~ LflVlrll1lJL?ll'JVlll'J~ ell ~ 1't1€J..:J'1i'eJlJ6'l?l'l'U'U rl rlmi '1..11~ L'Ii '1..1b6'l't1v1U 1>l1'lb::: 1\)1~1~ ,
'lh:::'t11't1'U LU€Jf'l Vl11"lWVI VI~e)'v1eW' LUW')'U Vll flVl'l11l'J'Jl'UVi ~11ru 1 LL~1'\.bl fl ill' 1 '1i'eJlJ6'l~1'U'U rl rl6'llVl

'U 6J 'U 'i

llJ"i\'lLU'U~ eJ..:JL~l'JLL~~ LL6'l:::LU'UoUeJlJ6'l~Vl1fl L~CJLL~~bL~l eJl~ neJ1~LtlVlrl11lJ L~CJVllCJ~eJb~1't1eJ'JoUeJlJ6'l~1'U'U M6'l~ ~ ,
1~Vl1..hCJ'Jl'U~lL U'Ufl11L~mL 'V'l~iieJlJ6'lL'Vh~"i\'l Lu'UmlJ~l~-s'U rl11lJ8'UCJeJlJ~1 fl L~l't1eJ'JoUm.J6'l~l'UUrl rlnL 'Vh'!'U~ " ,
mruVl'l11CJ.,j1'U"illb U'Uvl €J'Jb~CJbLw~oU€JlJn~l'U'Urlfin ~'Jfl6'il11~VI'l11CJ..:Jl'U~lLu'Ufl11nlV1'UVl~VlBl'Ufl11LoU l{i'J~ ,
oU€llJn~l'UU rlflnVl~€l~lb U'Ufll1~ 'U1Vlb~ mU'Ufll1u eJ-ln'U:wl~ btlVlfl11lJ b~CJVl1tI bbrlb~1't1€J-lii'€JlJn~l'U'U fl rl6'll~

'U II 'U 'I

5fl~'JLU'Ufll1nVlrll1lJL~CJ'J"illflfll'm:::L:WVlii'eJlJ[;'1~1'UUrlrln'!'U~1t1~ ,
eJit -l Vl1flVl'l11 tI'Jl'U:ul~ ~ 1 bU'U fl11 1 ~ ~ eJVlrl~ eJ-lLbn:::LU 'Ul U I>l1lJVi''V'l1:::11't1U ru ru~I'i'lJ rl1 eJ'Jv v ,

oUeJlJn~l'UUrlfln ~.1"1. 2562 n1V1'UVleJ1"il~€ll~11b t1'Ufll1~1t1'UVI~eJ hlufiu~e)'U€l1"iliJrll1lJ-SU~VlVll'JLl~-l~ , 6J

'VIl-leJlqjl VI~eJ'VI1-lUflrl1eJ-lmlJ~~1:::11't1Uqjqjll~.,jfl~11 nlV1'1..1Vll1

., d d .,
'tmn~Vl1mJ'VILn£!1'tltl~

VI. 'l.u.nl'li'm~}1A1111~\JfN\Ji'ltlfI.n£!1"l1bUtli 'Vl.f1. 2562 ml'l11 ~cr VI'l11CJ'Il'U't1eJ'I-S31VI'lll CJ'I1'1..1

rllUrllJVI~eJ n 1nuVl bln lb6'l:::VI1..hCJ'Il'ULrl1'1~11'1 l{'U\il'U~l~ ruV11'1~11~'Ub 'Vl1"1iJVltJ 1v1u eJ'In'U -s'UiJ€J bLn:::nVl
'I 'U '" IU

fl11lJ L~CJ'I~1 flD CJ~ fl flllJVll'11 '1JLU eJ{ 1'l1lJU 1:::m 6'1LL'Ul'V11'1U5 u~LLn:::m€J'UmI'l1,1!1'Uvll'U fll1-S f)"'1 rll1lJ

~'Url'lUneJVlDl'J l'1JL'UeJ{'t1eJ'ILL~6'1:::Vltb CJ-ll'U LLn:::"il:::vleJ-l~l LU'Ufl111 ~ Lu'U1Ut>lllJU1:::mmb 'Ul'Vll'1U5U~bbft:::

fl 1eJ'UlJ 11'l1\il'UlK 1'1..1fll1f fl"'l rll1lJli 'Ufl ,;jUft eJVltl CJ1'1JbU eJ{ Lbft~lJ1ml 58 [1] fl 1ru lfl Vltl EJrl fl rlllJ
dO ,

Vll'1l'1Jb'UeJ{~ m:::uu ~11~'UL VlI"11'Ufll1Vl LLft-S'U~Vl't1€l'U't1eJ'IVlt.hCJ,;j1'U't1€l'l-S\iVl~eJVi'll1 EJ.,j1'1..11rl1'1 i:111-.ll{'U\il'U~ .. ..
~olA f11'V11'I ~ 11~'UL 'Vl1"11 vrVI'1..1'"W'I1'U VlOlbU'U fl111'l11 "il~eJ U'IJ eJlJ 6'1Vi'Lii' tll'1i' eJ'I '1i'eJlJ 6'1rl eJlJ ~ 1 LI'leJ{"l:} "q;

LLn~1:::'UUrleJlJVil LI'l¬ ll1'1JeJ'IVI'l11EJ'I1'UL~ eJU1::: L:U'UtlEJrlflrlllJ ~lL U 'Ufl11U eJ'Itl'Uf'U{i eJLL6'l:::nVlrl11lJ L~EJ..:J,
~ 1 fl tl EJ1"\ fl rl1lJ I>l1lJlL'1..11'Vl1'1U5 tT6\' LLft:::fl 1 eJ'UlJ 11'l1,1!1 '1..1~ l'U f) 11 f fl "'1 m llJ li 'Url '1U 6'1tJ Vltl 8 1'1JL'UtJ1
't1eJ·:lVI'l11EJ,;jl'UJ'U LLft:::Ll~'1lJ1El'l6hU' fl'l1'Urlru:::m1lJ fll1fl11f m:tlrll1lJ~ 'Url'lUft eJVlDtIl'1JLU eJ{ LLvi'l't11 ~

Lbft~VI'l.btl'J1'Url1'UrllJVI~eJ nln'UVlbbft't1€J'lI>l'ULVltJb~1, "
VI."I.U.AlJA"IeJ.:I'ti'ellli'la1UUf'lfli'l VI.A. 2562 lJ11>ld1 37 (4)[2] mrubb~-lbVlI'lfl11rJn:::L:WVl'1i'm.m

.. 'U 'iI 'I 'U

;;1l'U'U flrlft LLri~lUfl'll'Ul'i' lJrl1eJ'I'IJ eJlJ n;;11'U'U rl fln LVltlhi'11'fl-tl 1m 81'1..17 2 ~ lLlJ..:J u'U LLI'i'VI11'UbVii'll 'Vh~
'I 'I \J 'I 'I

~:::~1:lJ11tlm~'Vh lvlll'Ubl~fl11n::: b:WVl~'1f)~111lJiJrll1lJ b~tI'I~~:::iJ~nm:::'Vl'U~tJ ~'VI5lLft:::L~~m'V'l'lJeJ'I'Uf'l rlft,
1'Umru~ fl116'l :::L:WVliJrl11lJ L~tI'I~..:Jv1~:::iJ ~6'lfl1:::'Vl'U~eJ~Vl5 LLft:::L~~m'V'l '(IeJ'I'Urlrl6'l 1~ LL~'1LVlI>lfll'HUft::: LilVl

'U "

1 ~\ ~ 1'(1eJ'I'1i'eJlJ 6'1;;11'1..1'Url fl 6'1Vl11'U 'V'l1eJlJ rlU Ll'1..11'VIl'1fl11 L8 81 til LVltIhi'11'fl-tl 1 i'l'if lvi'iJ n 1VI'1..1VlL'VI'"~ ," ...

I'lllJ'V'l1~11't1Uqjqjllil ~-lil

1) rl11lJ-SU~VlVll'1Llvi'l UqjqjllHl'Uml'l11 77 i'i'lmI'ld1 78

2) L'VI"'tI1qjl Uqjqj1l1i1 'Um I>l11 79 fi'lm1'l11 81

3) 1'Vl"''VI1'1'\.Jf)rl''JeJ~Utyqjllli1'Ul.Jll'l"J1 82 i'i'lml'l"Jl 90
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~ 'lt1 '1J€l1~wu';ItI'll'U~ Vl\9l1lJ~m'U f1l'HUtl tlfl f1fl1lJ'Vll'l l"1lL'U€l{ ~1 nLL'VIci'l-nnu fl~ L~cn-neN€l~l'l, "
~m~€l'l LLflt~il LU'UlJl~1f111~1'Ufl11lJli'Ufl'lU fl€lliltl tI€l~l'l Lfl~'lfl'fVl L~ el'U€l'ltl'Ufl11:WL~tI'VIltI~ €l1~ Lii1iI~'U
~fl1~'U'U~11?f'UL Vll"l.ff€l:wacll~ru uae f1111~'U~f111'1J€l'l'VIU';ItI'l1'U

" v

1"l'U8U1t?fl'Un11f fl'tO}lfl';lllJlf 'Ufl'lUfl€lliltl tl1t'U'U Fl€l:Wvb LI'l¬ ll{LLvi 'l'1l1 ~ (ThaiCERT)LL'Ut",111 ~
'I)eni'-nuua~~iiiuaseuu e.J~ \PItl ru.n~l~ f'Ue.Jflmt'Vl'Uvilf111 au bVllilbtJ'UL';I€l{i'Uci 1~ 1iI'Vl'UV;b.v;mj€l'l tl'U f111

'U \J 'U 'I

~f1L~:W~bbfl~\PI1';1~?f€l'Uf111L-nlii'lLIiI tIhJ1~'f'U€l~ qjl1il11:Wii'lL'VI(;)fll1ru~ l'Ufl11lJUfl €lliltl tI{l tIu1'l ~1'U 5'U 1
LLflt\PI'j1~~€l'Un~ f)'j'j:Wl'il -31~€l1~L u'Ua'U\PI'jl tll'i€l'j~'U'U~11"''UL VlI"l<tl€l'l'VIU1t1'l1'Uvn:wl'ilLL'U~'I11LLfl~"'l:1J1'j€1

~\?'I(Jll:w'lll';1"'l'jb~81n'U.fltJfjf1fll:WVll'll"1lb 'Uf){L~:Wb~:W1~~https://webboard-nsoc.ncsa.or. thl 'VI~€lScan

OR Code

https://webboard-nsoc.ncsa.or.th/

If ...
.iLlliM

1. https://drive.ncsa.m.th/s/XtCz2kFkcwkaz9Y
2. https://ratchakitcha.soqo.th/documents/17082307.pdf
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